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Abstract

Government and private crime prevention initiatives in recent years have resulted in the
increasingly widespread establishment of Closed Circuit Television (CCTV) systems.
This thesis discusses the history, development, social impact and the efficacy of video
surveillance with particular emphasis placed on the admissibility in court of CCTV
evidence for identification purposes. Indeed, a verdict may depend on the judgement by

members of a jury that the defendant is depicted in video footage.

A series of 8 experiments, mainly employing a single-item identity-verification
simultaneous matching design were conducted to evaluate human ability in this context,
using both photographs and actors present in person as targets. Across all experiments,
some trials were target absent in which a physically matched distracter replaced the
target. Specific features were varied such as video quality, the age of participants, the use
of disguise and the period of time between image acquisition and identification session.
Across all experiments performance was found to be error prone, even if the quality of

the images was high and depicted targets in close-up.

Further experiments examined jury decision making when presented with CCTV
evidence and also whether extensive examination of images would aid identification

performance.

In addition, evidence may be presented in court by facial structure experts in order to
verify the identity of an offender caught on CCTV. Some of these methods were
discussed and a software package was designed to aid in the identification of facial
landmarks in photographs and to provide a database of the physical and angular distance
between them for this purpose. A series of analyses were conducted and on the majority

of these, the system was found to be more reliable than humans at facial discrimination.

All the results are discussed in a forensic context and the implications for current legal

practices are considered.



Acknowledgements

[ would like to than all of the people that have helped me in writing this thesis. Thanks 1n
particular go to Tim Valentine for his support and guidance. Thanks also to Steve Nicola
for his help in recruiting participants and actors and Alan Pickering for his statistical

advice.

Special acknowledgements and appreciation must go to Rob Davis for his contribution in

designing and writing the software for the DigitalFace computer programme.

[ would also like to thank all the people who participated in my studies and particularly

Mark Russell and Sam Walker for attending identification sessions.

Many thanks go to the Science Museum for allowing me the use of their facilities,

especially Sabiha Foster.

[ would also like to acknowledge the contribution and help 1 received from many other
academic, secretarial and technical staff members of the psychology department at

Goldsmiths College throughout the course of my research.

[ would like to thank all of my family and friends for their support in my endeavours, in

particular Jo Locker for helping in all departments.

Finally, I would like to thank the Economic and Social Research Council tor supporting

me financially for the last few years.



Table of contents

Page

Title page ]
Abstract 2
Acknowledgements 3
Table of contents 4
[1st of figures 10
List of Tables 15
Chapter One: Thesis introduction

1.0 Introduction 21

1.1 The technological specifications and social implications of

CCTV 22
1.2 Identification evidence and the criminal justice system 24
1.3 The use of CCTV 1mages in Court 26

1.4  The identification of famihar people in CCTV 1mages 32
1.5 The 1dentification of unfamiliar people in CCTV images 33
1.6  Face recognition and matching with ‘live’ actors 36
1.7  The effect of obscuring features in matching and

recognition tasks 38
1.8 Theoretical explanations tor the untamiliar face

processing disadvantage 39
1.9 The etfect of distinctiveness and perceived similarity

on face processing 41
1.10  The eftect of movement 1n person identification 4?2

1.11  Demographic eftects in person 1dentification 44



1.12  Face processing by children 46
1.13  Thesis Overview 48

Chapter Two: The social impact of CCTV and computerised recognition

systems
2.0 Introduction 53
2.1 The history of CCTV 1n the UK 53
2.2 The operation of local authority CCTV schemes 35
2.3 Automatic recognition systems 56
2.4 The implementation of CCTV systems 61
2.5 Public and political support 62
2.6 Police support 635
2.7 Evaluation of CCTV systems 66
2.8 Offenders, operators and the efficacy of CCTV 69
2.9 Civil rights and legal 1ssues 70
2.10  Summary 74

Chapter Three: General methodology

3.0 Research strategy 76
3.1 Actor selection 79
3.2 Video images 80
3.2.1 400%R Facial close-up videos 81
3.2.2 50%R Medium-range videos 82
3.3 Photographs 84

3.4  Pilot study measuring familiar face recognition in the
medium-range footage 85
3.5 Pilot study to select distracters for live actor experiments &5
3.6  Pilot study to select distracters for photographed actor
experiments 85
3.7 Pilot study rating actor photographs for distinctiveness
and similarity 86

3.8 Single-item identity-verification design 87



3.9

Ei1ght-point 1dentity-decision and confidence scale and

statistical analyses

38

Chapter Four: The matching of unfamiliar faces by adults and children

4.0

Experiment 4.1: Six alternative-choice 1dentity matching

Method

4.1.1

Introduction

4.1.2 Resulits

4.1.3 Discussion

Experiment 4.2: Single-item identity-verification matching

Method
Results

4.2.1
4.2.2
4.2.3
4.3

Chapter Five: The simultaneous identity-matching of faces in disguise

.0

Discussion

(General discussion

Introduction

93
08
08

102
107
109
111
112
116
118

122

Experiment 5.1: Matching disguised faces on video with undisguised

photographs

5.1.1

Method

5.1.2 Results

5.1.3

Experiment 5.2: Matching disguised faces in photographs with

Discussion

undisguised videos

5.2.1
S.2.2
5.2.3
5.3

Chapter Six: Live actors and simultaneous identity-matching to video

0.0

Method
Results

Discussion

General discussion

Introduction

124
125
126
132

134
134
134
139
139

143



Experiment 6.1: Matching live actors with video images 145

6.1.1 Method 145
6.1.2 Results 149
6.1.3 Discussion 152

Experiment 6.2: Live actor matching with footage one-year old 154

6.2.1 Method 155
6.2.2 Results 157
6.2.3 Discussion 162
Experiment 6.3: Live actor matching by adults and children 164
6.3.1 Method 167
6.3.2 Results 167
6.3.3 Discussion 172
6.4 General discussion 174

Chapter Seven: Face matching with high-quality close-up video footage

7.0 Introduction 177
Experiment 7.1: Face matching with close-up video images 178
7.1.2 Method 179
7.1.3 Results 182
7.1.4 Daiscussion 186

Chapter Eight: The familiarisation of facial images in video

8.0 Introduction 190
Experiment 8.1: Familiarisation to faces shown 1n video 193
8.1.1 Method 195
8.1.2 Results 201
8.1.3 Discussion 204

Chapter Nine: Jury decision making when presented with CCTYV evidence

9.0 Introduction 208



Experiment 9.1: Jury decision making when confronted by CCTV

evidence 212
9.1.1 Method 215
9.1.2 Results 218
9.1.3  Discussion 228

Chapter 10: Photographic comparison facial individuation techniques

10.0 Introduction 233
10.1 The role of expert witnesses 1n court 234
10.2  Photographic comparison 1ssues 235
10.3  Morphological classification analysis 237
10.4  Photo-anthropometric analysis 239
10.5 Photographic video superimposition 241
10.6  DigitalFace photo-anthropometrical software 243
10.6.1 Method 248
10.6.2 Results and discussion 252
10.6.3 General discussion 265
10.7  Summary 268

Chapter 11: General discussion and conclusions

11.0  General discussion and conclusions 271
11.1 Familiar face identification 271
11.2 Unfamiliar face identification 272
11.3  ‘Ad-hoc’ expert witness identification testimony 283
11.4 Expert witness identification evidence 284
11.6 Conclusions 287
List of references 291
Appendix A: Photographic images used in Experiment 4.1 313

Appendix B: Video stills used 1n Experiment 7.1 319



Appendix C: Details of DigitalFace distance and angular measurements 321

Appendix D: Photographs used in Chapter 10 333

Appendix E: Anterior face database 336



List of Figures

Figure 3.1

Figure 3.2

Figure 3.3

Figure 3.4

Figure 4.1

Figure 4.2

Figure 4.3

Figure 5.1

Figure 5.2

Figure 5.3

Figure 5.4

Figure 5.5

Floor plan illustrating the sequence taken by actors

Medium-range video stills

Category structure for target present and target absent

trials

Eight-point 1dentity-decision scale

Demonstration of conditions experienced by participants in

Experiment 4.1

Descriptive statistics in Experiment 4.1

Confidence levels in Experiment 4.2

Photograph: Disguised conditions in Experiment 5.1

Descriptive statistics: Mean scale scores in

Experiment 5.1

Descriptive statistic: Percentage error rates 1in

Experiment 5.1

Calibration between accuracy and confidence in

Experiment 5.1

Descriptive statistics: Mean scale scores 1n

Experiment 5.2

Page

32

33

87

89

101

105

114

126

127

129

131

135

10



Figure 5.6 Descriptive statistic: Percentage error rate in

Experiment 5.2 136
Figure 5.7 Calibration between accuracy and confidence 1n

Experiment 5.2 138
Figure 6.1 Photographs of actors in Experiment 6.1 147
Figure 6.2 Descriptive statistics: Percentage error rates in

Experiment 6.1 151
Figure 6.3 Photographs of actors in Experiment 6.2 156
Figure 6.4 Photograph of viewing conditions in Experiment 6.2 157
Figure 6.5 Descriptive statistics: Percentage error rates (a) in

Experiment 6.2 160
Figure 6.6 Descriptive statistics: Percentage error rates (b) 1n

Experiment 6.2 161
Figure 6.7 Descriptive statistics: Mean scale scores in Experiment 6.3 169
Figure 6.8 Descriptive statistics: Percentage error rates (a) 1n

Experiment 6.3 170
Figure 6.9 Descriptive statistics: Percentage error rates (b) 1n

Experiment 6.3 171

Figure 6.10  Descriptive statistics: Confidence levels in Experiment 6.3 172

Figure 7.1 Photographs ot actors in Experiment 7.1 180

Figure 7.2 Descriptive statistics: Mean scale scores in Experiment 7.1 184

11



Figure 7.3

Figure 9.1

Figure 9.2

Figure 9.3

Figure 9.4

Figure 10.1]

Figure 10.2

Figure 10.3

Figure 10.4

Figure 10.5

Figure 10.6

Figure A.1

Figure A.2

Figure A.3

Descriptive statistics: Percentage error rates in

Experiment 7.1

Photographs of actors in Experiment 9.1

Descriptive statistics: Mean scale scores (a) 1n

Experiment 9.1

Descriptive statistics: Mean verdicts in Experiment 9.1

Descriptive statistics: Mean scale scores (b) 1n

Experiment 9.1

Schematic photographic distortion eftects

Photographic demonstration of DigitalFace enlargement

settings

Locations of DigitalFace anterior facial landmarks

Locations of DigitalFace profile facial landmarks

Photo-anthropometrical analysis in anterior view

Photo-anthropometrical analysis in profile view

Three-quarters photographs used in Sub-group 1 1n

Experiment 4.1

Three-quarters photographs used in Sub-group 2 1n

Experiment 4.1

Three-quarters photographs used in Sub-group 3 1n

Experiment 4.1

185

216

222

224

227

236

249

250

251

253

254

313

314

315

12



Figure A.4

Figure A.5

Figure A.6

Figure B.1

Figure B.2

Figure C.1

Figure C.2

Figure C.3

Figure C.4

Figure C.5

Figure D.1

Three-quarters photographs used in Sub-group 4 in

Experiment 4.1

Three-quarters photographs used in Sub-group 5 in

Experiment 4.1

Three-quarters photographs used in Sub-group 6 in

Experiment 4.1

Stills from video footage of Actors 43 and 44 used in

Experiment 7.1

Stills from video footage of Actors 45 and 46 used in

Experiment 7.1

316

317

318

319

320

Photo-anthropometric analysis: Anterior permanent distance

measurcments

Photo-anthropometric analysis: Anterior transient distance

measurements

Photo-anthropometric analysis: Anterior angular

measurements

Photo-anthropometric analysis: Profile distance

measurements

Photo-anthropometric analysis: Profile angular

measurements

Photo-anthropometric analysis: Anterior undisguised

targets and probes

322

323

325

327

328

333

13



Figure D.2

Figure D.3

Figure E. 1

Figure E.2

Figure E.3

Figure E.4

Photo-anthropometric analysis: Profile undisguised

targets and probes

Photo-anthropometric analysis: Anterior and profile

disguised probes

Anterior tacial photographic database Actors 1 — 27

Anterior tacial photographic database Actors 28 — 54

Antertor facial photographic database Actors 55 - 78

Anterior facial photographic database Actors 79 - 100

334

335

336

337

338

339

14



List of Tables

Table 4.1

Table 4.2

Table 4.3

Table 6.1

Table 6.2

Table 6.3

Table 6.4

Table 7.1

Table 8.1

Table &.2

Table 9.1

Table 10.1

Descriptive statistics: Participant responses for

Experiment 4.1 104

Descriptive statistics: Mean scale scores and participant error

rates for Experiment 4.2 113

Descriptive Statistics: Participant error rates for

Experiment 4.2 114

Descriptive statistics: Confidence levels for Experiment 6.1 152

Descriptive statistics: Mean scale scores in Experiment 6.2 158

Descriptive statistics: Percentage error rates in

Experiment 6.2 159

Descriptive statistics: Mean scales scores in Experiment 6.3 168

Descriptive statistics: Mean scale scores and participant error

rates for Experiment 7.1 183

Descriptive statistics: Percentage of incorrect and correct

responses in Stage 1 and 6 of Experiment 8.1 201

Descriptive statistics: Percentage of incorrect and correct

responses in Stage 9 of Experiment 8.1 203

Summary of jury verdicts pre- and post-deliberation 219

Photo-anthropometric analysis: landmark location error 256

15



Table 10.2

Table 10.3

Table 10.4

Table 10.5

Table 10.6

Table 10.7

Table 10.8

Table 10.9

Table C.1.1

Table C.1.2

Table C.1.3

Table C.1.4

Photo-anthropometric analysis:

Mcasurcs

Photo-anthropometric analysis:

and angular measures

Photo-anthropometric analysis:

mecasurcs

Photo-anthropometric analysis:

and angular measures

Photo-anthropometric analysis:

Photo-anthropometric analysis:

Photo-anthropometric analysis:

restricted measures

Photo-anthropometric analysis:

Photo-anthropometric analysis:

and transient measurements

Photo-anthropometric analysis:

measurements

Photo-anthropometric analysis:

and transient measurements

Photo-anthropometric analysis:

measurements

permanent anterior distance

257

anterior permanent distance

258
all anterior distance

259
all anterior distance

261

profile distance measures 261

all protile measures 262

frontal and profile

263
Face discrimination 264
Anterior permanent

321
Anterior angular

324
Profile permanent

326
Profile angular

326

16



Table C.2.1

Table C.2.2

Table C.2.3

Table C.2.4

Table C.2.5

Table C.2.6

Table C.2.7

Table C.2.8

Table C.2.9

Photo-anthropometric analysis:

horizontal distance vectors

Photo-anthropometric analysis:

vertical distance vectors

Photo-anthropometric analysis:

vectors

Photo-anthropometric analysis:

Photo-anthropometric analysis:

horizontal distance vectors

Photo-anthropometric analysis:

distance vectors

Photo-anthropometric analysis:

Photo-anthropometric analysis:

Photo-anthropometric analysis:

Permanent anterior

Permanent anterior

Anterior transient distance

Anterior angular vectors

Permanent profile

Permanent profile vertical

Transient profile vectors

Profile angular vectors

Anterior and profile

restricted distance and angular vectors

329

329

330

330

331

331

331

332

332

17



18



19



20



Chapter 1: Thesis introduction

1. 0. Introduction

Government and private sector crime prevention and public safety initiatives in
recent years have meant that Closed Circuit Television (CCTV) systems are
becoming increasingly more prevalent. Surveillance cameras are located throughout
urban environments including streets, the factory floor, schools, universities,
hospitals, sports stadiums, transport systems, retail centres, residential estates and
out-of-town commercial sites. In 2000, the Home Secretary, Jack Straw, declared
that those working and living in UK cities are filmed by over 300 cameras daily (J.
Parker, 2000). There are no official records as to the number of systems in the UK.
However, 1t was estimated in 2004 that annual expenditure was more than £I
billion, with approximately 4,285,000 cameras sited across the country (McCabhill &
Norris, 2003a; Norris, McCahill & Wood, 2004). These figures are expected to rise.
In his New Year speech in December 2004, the Prime Minister, Tony Blair
announced, “the biggest ever expansion of CCTV underway to ensure we spot,
catch and convict the criminals” (Number 10, 31 December, 2004). Indeed, in 2005
it was reported in The Times that there may already be more than 7,000,000

cameras in place (Irving, 2005).

The UK 1s believed to have the highest system density in the world (McCahill &
Norris, 2003a). However, similar large-scale implementation appears inevitable in
other countries (Norris et al., 2004; Sutton & Wilson, 2004). Norris et al. (2004)
note that whereas industry analysts were originally anticipating annual sales of
approximately 2 million cameras in the USA, costing $1.6 billion by 2001, this had
actually expanded to $5.7 billion following the September 11"™ 2001 attacks.
Indeed, it was estimated by the Washington Post that there may already be as many
as 26,000,000 cameras within the USA (Washington Post, 8 October 2005). In this
context, the research findings from pioneering studies investigating the
effectiveness of CCTV, primarily conducted in the UK have implications for policy

development elsewhere. Indeed, the FBI (USA) best practice guidelines for the
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implementation of CCTV systems and forensic image analyses were all produced in

the UK (Scientific Working Group on Imaging Technology (SWGIT), 2005).

The prevalence of CCTV surveillance has given rise to fundamental questions in
relation to its efficacy as a crime prevention tool but also its reliability when images
are obtained and presented as evidence in court. It is likely to be used more
frequently within the criminal justice system, in particular for the identification of
those involved in illegal acts. However, research within the field of psychology has
highlighted the difficulties involved in the successful identification of unfamiliar
people depicted in even in the highest quality images (e.g., Bruce, Henderson,
Greenwood, et al., 1999). Parallel sociological studies have demonstrated that

CCTV may not necessarily reduce local crime rates (e.g., Gill, Allen, Bryan, et al.,

2005).

This thesis discusses the prevalence and expansion of CCTV systems in the UK and
the rest of the world. It also examines the sociological impact of large scale
surveillance, both in terms of its effect on crime, its acceptance by different groups
and ethical issues that have been identified, such as a perceived loss of individual
privacy. Technological innovations are also assessed, including the potential
integration of high resolution digital networked systems and the development of
face and behavioural recognition algorithms. However, the primary topic of
investigation is to evaluate how identification evidence from surveillance cameras
1s used within the criminal justice system in the UK. As such, a series of
experiments are reported that were designed to simulate aspects of publicised court
cases. The results of these studies have legal implications, especially in cases in

which the identity of a defendant is disputed.

1. 1. The technological specifications and social implications of CCTV
Implemented and marketed primarily as a crime prevention measure, many UK
CCTV schemes have been financed by the Government. Over three-quarters of the

Home Office annual crime reduction budget between 1993 and 1996 was dedicated
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to the installation of surveillance systems (Peace, 1997) and the overall cost to the
taxpayer had exceeded £1 billion by 2002 (Farrington & Painter, 2003).
Considering this substantial financial outlay, concerns have been raised that the
money spent on research into the effectiveness of CCTV has been disproportionably
low (Farrington & Painter, 2003). Studies claiming substantial successes have been
described as “post hoc shoestring efforts by the untrained and self interested
practitioner” (Pawson & Tilley, 1994). Independent studies have tended to find only
minor reductions in crime statistics, and in some cases, relative increases compared
to control areas (e.g., Welsh & Farrington, 2002, Gill et al., 2005). This may be due
to a rise in reported crime, but also to a false sense of security by victims leading
them adopt a more vulnerable behaviour. Furthermore, some criminal activity

appears to be displaced to neighbouring localities (Flight, van Heerwaarden & van

Soomeren, 2003).

Although some of this research has been criticised, it has generated questions as to
whether other crime reduction initiatives would be more cost-effective; for instance,
an Increase In police patrols, prisons or community regeneration programmes
(Farrington & Painter, 2003). Nevertheless, CCTV is viewed extremely positively
by the public (Gill, Smith, Spriggs, et al., 2003), the police (Brandon, 2003),
politictans (Norris & Armstrong, 1998) and businesses (Skinns, 1998); not only
because of a belief in it’s long term positive impact on crime, but also for making
the public feel safer, and in the detection and identification of criminals.
Furthermore, Reeve (1998) argues that without a CCTV system, a town centre can
be perceived as second-rate, as surveillance acts to support business and leisure

activities by the maintenance of a pleasant environment.

The high financial costs associated with CCTV must also be qualified, as the
technical specifications of systems vary extensively. Indeed, a proportion of
installations are fakes, designed to act as a visual deterrent (McCahill & Norris,
2003a). At the most primitive level a single fixed camera may be directed at a

specific area; for instance, a till in a shop. No recording is undertaken and
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monitoring 1s rare. Most UK town centre and open-street systems currently use
multiple analogue cameras connected to a central control room with a number of
specifications to improve picture quality. These include zoom, tilt, pan, night
vision, motion detection and infra-red facilities. However, they suffer from being
adversely susceptible to changes in environmental conditions, of low image
resolution, and are often set well above ground level, resulting in unclear images.
Analogue systems also require extensive tape storage facilities and substantial
operational manpower. More recently, technologically sophisticated high resolution
digital systems have become commercially viable, the management of which is cost
eftective in compartson to analogue-based CCTV (Bull, 2003). Many cameras can
be integrated into a single network and the necessity for physically extensive data
storage 1s reduced, allowing efficient coordinated post-event analysis. Gill and
Loveday (2003a) predict that these improvements will act as a more effective

deterrent so that future crime evaluation studies produce more positive findings

Graham (1998) also predicted that in the future public CCTV systems will be
combined into a single integrated network or “fifth utility” (alongside gas, water,
electricity and telecommunications). Systems are also being designed to analyse
movement, alert operators to the presence of known criminals and to suspicious
behaviour patterns (Webster, 2004). The development of the computer algorithms
necessary for these tasks is still in its infancy. However, commentators suggest that
when perfected the result will be a “Maximum Surveillance Society” (Norris &
Armstrong, 1999, p. 12). The sociological implications of these systems together
with the history of CCTV, its placement, the implications on privacy and civil rights

and 1ts effectiveness in terms of crime reduction are discussed in Chapter 2.

1. 2. Identification evidence and the criminal justice system
Prior to the comprehensive coverage of surveillance cameras, the police when
investigating many crimes could only rely on eyewitness identification. However,

many studies have shown that the identification of unfamiliar individuals based on

memory is fallible (e.g., G.M. Davies, 1996; Wells, 1993), with confidence in false
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identifications often being quite high (Luus & Wells, 1991; Sporer, Penrod, Read &
Cutler, 1995). Eyewitness errors have been identified as one of the primary causes
of miscarriages of justice. For instance, Rattner (1988) found that of 205 cases of
wrongful conviction in the USA, over 50% were because of mistaken eyewitness
identifications. Similar figures were found by Scheck, Neuteld and Dwyer (2000)
examining the case histories of 62 previously-convicted but innocent prisoners,

exonerated by the ability to present DNA evidence on appeal.

I[dentification from lineups is the primary evidence in at least 80,000 cases per
annum in both the USA and the UK (P. Burton, 2006; Goldstein, Chance &
Schneller, 1989). Therefore the specific cases identified above by Scheck et al.
(2000) and Rattner (1988) may be isolated examples and not representative of a
greater system malaise. However, approximately 20% of identifications from
lineups in England and Wales result in the selection of Innocent distracters
(Valentine, Pickering & Darling, 2003; Wright & McDaid, 1996). Wells, Malpass,
Lindsay et al. (2000) do note that until cases of wrongful imprisonment were
publicised, the media and the legal system in the USA largely ignored the results
from psychological literature concerning eyewitness fallibility. In the UK, legal and
media interest into research also occurred following the publication of the Devlin
report reviewing 36 misidentification cases (Devlin, 1976). Its main proposal, not
accepted by the Government, was that except in extremely rare Instances,
convictions based on eyewitness evidence alone should cease. However, in the USA
and UK, changes to recommended practices have occurred (e.g., UK: Police and
Criminal Evidence Act, 1984; USA: Technical Working Group for Eyewitness
Evidence, 1999). Following the ‘Turnbull Guidelines’, judges in the UK are
expected to warn juries as to the potential unreliability of eyewitness identification
evidence especially if viewing conditions are allegedly limited or poor (R v.
Turnbull and others, 1976). In these circumstances, if cases are unsubstantiated by
other evidence a judge should direct the jury to acquit, a procedure adapted by other

common law jurisdictions such as Canada and Australia (Bromby, 2004).
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These legal concerns have meant that if CCTV footage i1s available, greater
evidential weight is placed upon it, as there is often no necessity to employ the
memory of witnesses. On viewing an offence, CCTV operators can track a culprit
until the police arrive to ensure that the correct offender is apprehended. In cases n
which the identity of a perpetuator is not contested, video footage can be presented
in court for incident verification. However, if the culprit is not immediately
apprehended, recordings are also used for identification purposes. In these
circumstances, facial images can be matched to the suspect in custody or to a
photographic database of known faces. If there is no candidate, some police forces
issue CCTYV stills as part of a daily online briefing to local officers and in internal
journals such as the Police Gazette. CCTV images are sometimes made available to
the local media, and when crimes are particularly serious can be publicised
nationally or even internationally. In each case, the aim is that someone familiar

with the perpetrator will make a positive identification.

Software systems have been designed to specifically match individual taces seen on
video with databases of faces. However, at present, performance is only better than
normal human ability under optimal conditions. When views are incongruent, or
images are filmed using different lighting or other environmental conditions,
accuracy is far worse (A.M. Burton, Miller, Bruce et al.,, 2001; P.J. Phillips,
Grother, Micheals et al., 2003). Considerable investment is being undertaken to
improve these systems, but until empirically substantiated as consistently more
reliable than human ability, human observers will still be required to make the final

match between a CCTV image and a potential suspect for legal purposes.

1. 3. The use of CCTYV images in court

Photographic identification evidence has been admissible in the UK since 1864 (R v
Tolson, 1864; cited in Murphy, 1999). CCTV footage itself was first used in court
to provide information about theft from a retail store (R v Fowden and White, 1932)
and is now regularly used to support other evidence (e.g., R v Christou, 1992). 1 the

images and events shown in the footage are unclear it has been used to add weight
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to eyewitness testimony as it can corroborate statements (e.g., R v Pattinson and
Exley, 1996). Video footage has also been presented in a courtroom, with jury
members encouraged to provide a verdict based on their perception as to whether a
perpetrator shown on video is the suspect in the dock. The legal basis for this was
tested when an appeal against conviction was submitted (R v Dodson and Williams,
1984). The original trial jury had been shown CCTYV stills from a bank raid and
invited to compare them with the two defendants, which the appeal defense counsel
argued amounted to ‘dock’ identifications. These have been deemed to be
undesirable, in eyewitness cases due to potential bias in comparison to pre-trial
standardised lineups (North Yorkshire Trading Standards Department v Williams,
1994). Moreover, the prosecution counsel had stated that the stills ‘clearly revealed’
the defendants, inviting conclusions which the defence argued could prejudice
jurors’ opinions. No corroborating identification evidence was submitted although
the court was presented with photographs of one of the accused taken the day after

the offence to compare with the CCTYV stills.

The appeal was dismissed on the basis that it had been correct for the jury to view
the 1images and that their task required no special expert training. The original judge
had also cautioned the jury that photographs do not always provide a good

resemblance. The Appeal Court concluded that:

“so long as the jury - are firmly directed that to convict they must be sure
that the man in the dock is the man in the photograph, we envisage no
Injustice arising from this manner of evaluating evidence with the aid of

what the jurors’ eyes tell them is a fact which they are sure exists”
Later trials have confirmed the acceptability of juries making decisions on this basis

(e.g., R v Blenkinsop, 1995) and in one a jury asked for the defendant to stand and

turn around to compare his appearance with video footage (R v McNamara, 1996).
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Opinion and expert evidence as to identity from CCTV has also been permitted. For
Instance, witnesses previously familiar with a suspect have given evidence after
viewing images and making a positive identification (e.g., R v Grimer, 1982; R v
Caldwell and Dixon, 1993), even when the original recording was destroyed
(Taylor v The Chief Constable of Cheshire, 1987). In these circumstances,
identifications are presumed to have the same status as those from eyewitnesses
actually present at the incident. The jury can decide how much weight this evidence
should be given as witnesses can be cross-examined. Indeed, in R v Caldwell and
Dixon (1993), three police officers who had initially recognised the suspects from
video footage, later selected the same suspects from lineups, adding credibility to
their testtmony. Nevertheless, there have been eyewitness cases in which close
friends or relatives have mistakenly identified an innocent familiar person (e.g., R v
Bowden, 1993; R v Thomas, 1994). Therefore, the Turnbull guidelines are normally
applied when evidence of this type is presented (e.g., R v Campbell, 1996).

Evidence may also be admissible if an individual claims to have gained specific
identification expertise from closely inspecting video footage even if previously
unfamiliar with those depicted. In R v Clare and Peach (1995) a police officer
viewed black-and-white CCTV footage of a football crowd riot more than 40 times,
examining stills and evaluating details in slow motion. He also compared this
footage with separate colour photographs showing undisputed images of the
detendants taken the same day. His testimony was available for cross-examination
and the court ruled that due to the time spent scrutinizing the images he had gained
a “‘special knowledge that the court did not possess” and as such had developed an

‘ad-hoc’ expertise.

Finally, practitioners from different disciplines, including medicine, computer
science and art may be invited to present evidence based on their professional
expertise. In these circumstances, judges have to decide on the scientific validity of

the technique and the authority and experience of the witness as well as to
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determine whether their presence is necessary. Indeed, experts should not be called

if a judge and jury are able to form their own opinion without them (CPS, 2005).

Different methodologies have been employed by experts in different cases. Some
have involved the application of facial mapping techniques, which entail the
measurement of face structure (e.g., R v Clarke, 1995; R v Stockwell, 1993). One
such method involves locating various facial landmarks from which distances or
angles are calculated. A comparison can then be made between a CCTV image and
a photograph of the defendant to see if these dimensions match. Some research
using this type of methodology has been published (e.g., AM Burton, Bruce &
Dench, 1993; Mardia, Coombs, Kirkbride, Linney, & Bowie, 1996). However, there
does not appear to have been a comprehensive investigation of the distribution of
measurements in the population and problems can be encountered if the referent
images are not aligned or facial expressions are altered. Although it would normally
be accompanied by other supportive evidence this type of testimony has been
deemed admissible without further substantiation of identity (e.g., R v Hookway,
1999). As such, juries would be directed to draw their own inferences as to the

credence of the expert and the evidence.

The legislation concerning the use of CCTV evidence for identification purposes in
court in the UK was summarised in a recent reference to the Attorney General by
Appeal Court judges (Attorney General’s Reference, No. 2 of 2002, 2003). Four
scenarios were recommended in which CCTV evidence would be appropriate to

assist in establishing the guilt of the accused.
1. If identifications have been made after viewing a video by individuals’
previously familiar with a defendant, they may give evidence as a

witness for the case even if the footage is unavailable.

2. “Where the photographic image is sufficiently clear, the jury can
compare it with the defendant sitting in the dock™ (p. 5).
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3. A witness not previously familiar with the defendant may spend
“substantial time viewing and analysing photographic images from the
scene” (p. 6), thus familiarizing themselves with the accused and gaining
a special knowledge not possessed by the jury. Identifications by this
witness can then be based on the perceived resemblance between these
images and an undisputed contemporary photograph of the defendant,

which should be made available to the jury.

4. Qualified experts in facial mapping or face structure may provide
opinion evidence as to whether the individual captured on video footage
is the same as that in a contemporary photograph of the detendant.

Again all images should be available to the jury.

However, a later ruling laid out extra conditions which should ideally be met when
evidence is provided by facial mapping experts (R v Gray, 2003). These included
the creation of a national database of facial measurements, similar to that for
fingerprints in order that the probability of the occurrence of specitic facial features
or a combination of those features can be objectively established. The judges did
not suggest that evidence from facial mapping experts should be inadmissible.
However, without this safeguard they argued that opinions were potentially

subjective in nature.

Indeed, in a later Appeal Court ruling, evidence from an expert witness was allowed
after using specific equipment that allowed him to ‘subjectively’ state with ‘high
probability’ that the defendant was depicted in CCTV footage, without giving any
indication of the likelihood of occurrence of the specific facial features within the
population (R v Gardner, 2004). As such, by using his equipment and by the frame-
by-frame inspection of the images, he was deemed to be able to provide the jury

with opinion evidence of the identity of the person depicted, in the same manner as

in R v Clare and Peach (1993).
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The legal principles on identification evidence from CCTV in the UK would not
necessarily apply in different countries. However, newspaper reports indicate that in
the USA images are also regularly shown to juries to compare with the defendant as
‘proof” of guilt (Grimm, 2006; Treleven, 2006). In Australia, evidence from police
officers who claim to be able to recognise an offender would not normally be
admissible, as juries are believed to be as capable of making their own decisions as
to identity from viewing footage and comparing it to the defendant (Smith v The
Queen, 2001). However, expert witnesses in facial mapping have been called in
some cases (Michaelmore, 2005). In addition, in Canada, evidence from police
officers familairising themselves with an individual in CCTV as was described 1n R
v Clare and Peach (1995) would not be admissible. However, evidence can be

shown to a jury for them to decide on identity (Leaney & Rawlinson, 1988, cited in

Mead, 2003).

Even though they may be warned in advance of its potential weaknesses, juries and
law officers in the USA have been found to place a particularly high, potentially
erroneous credence on eyewitness evidence (Brigham & Bothwell, 1983; Wise &
Safer, 2004), especially if the witness is confident (Brigham & Wolfskeil, 1983;
Cutler, Penrod & Dexter, 1990). Indeed, in the USA, confidence in eyewitness
testimony is regarded as a criterion of accuracy (Neil v Biggers, 1972). It 1s
therefore possible that individual jurors might place even greater weight on CCTV
evidence, especially if they personally believe that a video image appears to match
a defendant in court, or a photograph of the accused taken at about the same time.
As such, they would be able to ‘see for themselves’ the resemblance. It 1s also

possible that regardless of other evidence, verdicts may be rendered on this basis.

Real jury deliberations are conducted in private and information as to how a jury
has come to a particular decision is confidential. However, research has attempted
to simulate the decision-making processes of juries (e.g., Bornstein, 1999). Jury
decision making has been found to conform to Social Decision Scheme (SDS)

models of group decision making (e.g., Davis, Kerr, Atkin et al., 1973; Kerr,
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MacCoun & Kramer, 1996). These propose that final verdicts can be predicted by
initial voting patterns, suggesting that despite any minority reservations, it most
jury members believe that the accused is shown in CCTV footage it is probable that
a guilty verdict will ensue. This scenario is likely to become more common with the
expanding prevalence of higher-quality images obtained from digital systems and is

one of the primary topics of this thesis.

1. 4. The identification of familiar people in CCTYV 1mages

The first recommendation as to the admissibility of CCTV evidence in the Attorney
General’s reference discussed identifications made by individuals familiar with a
suspect (Attorney General’s Reference, No. 2 of 2002, 2003). The success of media
appeals are based on this premise and images of offenders are often shown with the
aim of soliciting a positive identification. For example, the Brixton Nail Bomber,
David Copeland was identified by a work colleague after images were broadcast on
television (Hopkins & Hall, 2000). Two recent studies have demonstrated that the
recognition of familiar faces in CCTV images is robust, even if image quality is
poor (Bruce, Henderson, Newman & Burton, 2001; Burton, Wilson, Cowan &
Bruce, 1999). For instance, Burton et al. (1999) found that university students were
90% correct when recognising lecturers from their own department in poor-quality
video. A similar high level of accuracy was found by Bruce et al (2001) using a task
in which participants were presented with a series of pairs of facial images. One
image in each pair was either a still or moving footage from a poor-quality CCTV
system, the other a facial photograph. When participants were famihiar with targets,
accuracy at identifying those shown in the pair as the same person, or as two

different people was extremely high.

However, one potential confounding variable was that the images were shown in
context-rich settings, which has been shown to aid recognition (e.g., Young, Hay &
Ellis, 1985). In both studies, footage of psychology lecturers in department
corridors was presented to participants who were all their students. It is less clear

whether accuracy would be so high in an unexpected context. Indeed, 1solated cases
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have been publicised involving errors of familiar-person identification. For
instance, close family members of a missing person all wrongly identified a man as
their relative filmed by high-quality airport CCTV footage (BBC News, 16 August
2003). There may be confounding explanations for these errors as the initial false
identification would have been by someone unknown to the target. Contextual
details such as similar clothing may also have contributed. Nevertheless, this case

does illustrate that recognition of even highly familiar people is not infallible.

1. 5. The identification of unfamiliar people in CCTYV 1mages

In contrast to the high recognition rates of familiar faces, identification of
unfamiliar people on video has been found to be surprisingly unreliable even when
there are no memory demands and the quality of the image is extremely good (e.g.,
Bruce et al., 1999; Bruce et al., 2001; Henderson, Bruce & Burton, 2001). This
finding is of consequence as most incidents caught on CCTV are likely to involve
people not known either to operators or to the police. Furthermore, in a courtroom,
members of a jury could base their judgements on whether the defendant resembles
the offender shown on CCTYV footage. As they would be previously unfamiliar with
the suspect, this could have serious implications. And yet, this scenario, without the
need for further identification evidence forms the second recommendation in the

Attorney General’s reference (Attorney General’s Reference, No. 2 of 2002, 2003).

Two of the studies reported above, directly compared familiar and unfamiliar face
matching using poor-quality CCTV images. Burton et al. (Experiment 1) mitially
exposed participants to a series of stills, finding that familiarity was associated with
fewer false alarms and more hits in a later recognition task. Similarly, Bruce et al.
(Experiment 1) used a single-item identification-verification matching design with
high-quality photographs and low-quality CCTV stills. They found that if
participants were familiar with the targets the hit rate was approximately 93%.
However, when targets were unfamiliar, performance was reduced to 76%. If
targets were presented simultaneously with a distracter, correct rejections remained

high but only if the target was familiar (91%). When both were unfamiliar, the
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correct rejection rate was approximately 55%. These difficulties may partly be due
to the poor video quality. However, studies using extremely high-quality images

have also been discouraging.

For instance, Bruce et al. (1999; Experiment 1) reported error rates of 30% 1n a task
requiring the matching of male frontal facial high-quality video stills with
simultaneously presented frontal high-quality facial photographs among an array of
nine distracters. Equivalent false negative error rates were found in target absent
trials. When facial expressions or pose differed, accuracy was further reduced. And
yet, photographs and films were taken on the same day and the appearance of the
actors would not have substantially changed. Disturbingly, the reported values
reflected average performance. In one specific trial, 80% of participants were
unable to correctly select a target individual from the array. These findings
demonstrate that apparently small differences in even high-quality image formats
are responsible for a large detriment in performance. Images from CCTV systems
are rarely of this quality and similar array studies utilising standard images have
found considerably higher error rates (Henderson et al, 2001; Experiments 1 and 2),

especially if captured by cameras fixed to high-level pylons (Davies & Thasen,
2000; Experiment 1).

Two different experiments by Henderson et al. (2001) illustrate that even with
reduced task demands, face matching performance is still error prone. The first
(Experiment 4) utilised a two-alternative forced-choice design in which participants
were asked to identify which of two photographs depicted a target actor shown in a
video still. One was a picture of the target, one a distracter ot similar appearance.
Overall 76% of decisions were correct. However, in one trial, approximately one-
third of people thought that a still of one actor was more similar to a photograph ot
a distracter than the actor’s own photograph. Confidence in these decisions was
consistently high, even when incorrect. In a follow-up experiment (Experiment 5),
using a single-item identity-verification design, approximately 45% ot participants

believed that two images of the same person were of different people. Moreover,
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27.5% incorrectly matched the images of two different actors. What 1s most
concerning is that image quality was extremely high. Close-up facial stills were
from high-quality television broadcast film and the photographs were protessional
studio portraits. Forensically, of most concern is the high percentage ot false
positive results, as these represent scenarios whereby an innocent suspect could be

wrongly mistaken for the offender caught on CCTV footage.

An important feature of both of the above studies was the use of relatively small
databases of individuals. Bruce et al. (1999) included 160 faces from 200 trainee
police officers, whilst Henderson et al. (2001) “searched through several hundred
actor-agency photographs” (p. 463), to select appropriate photographs to use as
distracters. It therefore appears comparatively easy to construct experimental
designs in which errors in identification matching occur. With a larger database,
overall error rates may have risen as it should be easier to acquire more distracters
resembling the targets. This also suggests that there may be many people in the

population who could easily be mistaken for one another.

Further problems in identification may be encountered by the typical positioning of
CCTV cameras, often sited above head height with a large field of view, lessening
the likelihood of close-up facial images (Davies & Thasen, 2000; Experiment 1).
Using this type of image the authors found extremely poor matching performance
and suggested this was primarily due to the differences in camera angle between the
video footage and photographic target. Indeed, the importance of specificity of
viewpoint, expression, and of environmental lighting effects reflect similar results
found in face matching (e.g. Bruce et al., 1999; Bruce, Valentine, & Baddeley,
1987: Hill & Bruce, 1996) and recognition studies (e.g., Bruce, 1982; Bruce et al,,
1987; Hill, Schyns, & Akamatsu, 1997). A change to any of these factors leads to a

reduction in identification accuracy.

In contrast, other transformations such as altering image colour (Bruce et al., 1999;

Experiment 1; Davies & Thasen, 2000; Wogalter & Laughery, 1987; Experiment
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1), linear perspective (Liu & Chaudhuri, 2003) or spatial resolution (Liu, Seetzen,
Burton & Chaudhuri, 2003) do not always have adverse affects on performance. For
instance, Bruce et al. (1999; Experiment 1) found that matching performance from
arrays was better i1f either the target, or the referent image, or both were in
monochrome, than if both were in colour. This was probably due to minor
differences in perceived skin hue as the colour images were derived from different
source equipment. Indeed, this result was not replicated in a second experiment
suggesting that effects may be weak. Furthermore, Davies & Thasen (2000) found
no difference in identification accuracy in a similar matching task comparing colour

or monochrome video footage.

1. 6. Face recognition and matching with ‘live’ actors

All of the recognition and matching studies listed above utilised photographs as the
target medium and yet the accused would be present in court. A court judgement in
the USA specifically argued that “identification of an individual seen in a
photograph is substantially less reliable than identification of an individual seen in
person” (People vs. Gould, 1960; cited in Egan, Pittner & Goldstein, 1977; p. 200).
Egan et al. suggested that ‘corporeal’ identification will always be more effective,
as there are more available cues than are inherent in 2D ‘impoverished’
photographic images. A photograph can only show a single pose and it cannot
replicate factors such as gait, posture, expressions, height, or weight and other

elements of person recognition.

Nevertheless, conflicting results have been found when comparing identification
performance to actors live in person to when they are shown in video or in
photographs (E. Brown, Deffenbacher & Sturgill, 1977; Cutler & Fisher, 1990:
Cutler, Fisher & Chicvara, 1989; Dent, 1977; Dent & Gray, 1975, cited in Dent
1977, Egan et al., 1977; Shepherd, Ellis & Davies, 1982). Some eyewitness
memory studies have found a slight advantage in identification rates when using
live targets in comparison to photographs (e.g., E. Brown et al., 1977; Cutler &
Fisher, 1990; Egan et al., 1977). For instance, in a study by Egan et al. (1977)
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participants viewed two target actors enacting a simulated crime through a one-way
mirror. In a later identification session, they were required to select the targets from
line-ups of five live actors or from two types of monochrome photograph (full
length or facial frontal views) taken of the same actors. Only one of the two original
actors ever appeared in the lineups, in a second lineup the target was absent.
Ninety-eight percent of participants correctly identified the target actor when he
was ‘live’. Accuracy was lower (85%) when the target was shown in a photograph.
However, 67% of participants made an incorrect false positive selection from the

second lineup which did not differ across presentation modes.

Contrasting evidence for a disadvantage with live lineup targets was found by Dent
for children (Dent, 1977; Dent & Stephenson, 1979; Peters, 1991) and adults (Dent
& Gray, 1975, cited in Dent 1977). In both studies more participants incorrectly
selected a target actor, shown live rather than from a colour photograph. Dent
suggests that participants, especially children, in the live condition made hurried
‘not present’ selections, due to being embarrassed and nervous and less willing to
closely examine the actors. Dent therefore argues that rather than a photograph
advantage per se, performance would have improved if the witnesses could have
viewed the live lineup through a one-way screen. However, other research has
found null effects when comparing recognition of live actors to when the same

actors were depicted in videos or photographs (Cutler et al., 1989; Shepherd et al,
1982).

All of the above studies examined the memory of participants. At present, only one
published study appears to have been designed to examine identity matching using
live actors (Kemp, Towell & Pike, 1997). Forewarned experienced supermarket
cashiers were unable to correctly detect 64% of people when they presented a
photo-identity card containing a 2-cm” facial photo of another person matched for
facial appearance. When the distracter was simply of the same race and gender,
errors were reduced, but still high at 34%. When the actors presented correct

photographs of themselves, there was a relatively low false negative error rate of
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7%. An explanation for this liberal acceptance criterion is that within the context of
a supermarket challenging too many legitimate shoppers could result in
embarrassment to the business. Furthermore, a lack of detail available in the

extremely small photographs may have restricted the ability of the cashiers.

The results of these studies have forensic implications as juries can be invited to
compare the resemblance of a detendant with that of a perpetrator of a crime shown
In video footage. To help, they can also be provided with a photograph of the
defendant taken at approximately the same time as CCTV images. One of the
primary objectives of the experiments conducted in this thesis was to evaluate
identification performance in this context. As such, participants viewed video
footage and were required to decide if a person present at the same time was

depicted in the video. Similar experiments using photographs were also conducted.

1. 7. The effect of obscuring facial features in matching and recognition tasks

With the increasing installation of CCTV cameras inside and outside most
premises, convicted criminals have stated they would be more likely to wear a
disguise if carrying out a crime (Loveday & Gill, 2003). Some disguises such as full
face stocking masks or motorcycle helmets obscure all facial features. However,
these would look extremely incongruous, especially if committing impulse crimes
or if it was necessary to travel some distance from the scene of a crime, to avoid
intensive CCTV coverage. To avoid drawing attention to activities, a more

inconspicuous disguise would be likely.

Published research has consistently reported that internal facial features may be
more important than external features in the matching and recognition of familiar

faces. The opposite effect, or null differences are found with unfamiliar faces
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